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2.6 Billion Records Were 
Lost, Stolen, or Exposed 
In 2025, a 23% increase 

over 2024

3,322 Publicly Disclosed 
Data Breaches In 2025

2025 Average Breach 
Cost:  

Global: $4.44M

USA: $10.88M

43% of  Cyber Attacks 
Target Small 

Organizations

91% of  Breaches Are the 
Result of  Phishing 

Attacks

82% of  Data Breaches 
Involved Data Stored in 

the Cloud

Ransomware attacks 
cause an average of  21 

days of  downtime

2025 Average Days to  
Detect a Breach: 181

2025 Average Days to 
Contain a Breach:  60

Statistics from the IBM Ponemon Data Breach Report, CSHub, KnowBe4, and CompariTech

Today’s Cyber Threat Landscape
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- William Shakespeare, 1599

- Kevin Ricci, last Tuesday“Once More Unto the Breach”
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Franchise Horror Stories
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Let’s Look Under the Hoodie
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Cost of  a Breach

• Fines and penalties

• Technology expenditures

• Forensics

• Legal counsel

• Notification

• Downtime

• Reputational
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• Instant generation of sophisticated social engineering attacks 

• New strains of malware can be generated with minimal effort and coding skills

• Criminals have set up fake websites that appear to host legitimate AI tools

• Data poisoning attacks

• AI has supercharged the deepfake capabilities used by cybercriminals

• There are limited safety mechanisms in place to prevent the upload of 

sensitive information to AI chatbots, which are susceptible to hackers

AI Threats Are Anything But Artificial
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• Assess, remediate, repeat

• Password hygiene and MFA

• Work from home defenses

• Continuous monitoring

• TPRM and SOC Reports

• Update your technology

• Penetration and vulnerability tests

• Incident response preparation

• Viable backups

• Training, policies, and phishing simulations
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Plan B: Implement Cybersecurity Best Practices



Spear Me 

the Details

• Phishing has evolved into spear 

phishing

• The email appears safe but has 

a sinister purpose

• Awareness and education are 

the best weapons against this 

threat 
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A King’s 

Ransom

• Dangers of ransomware

– Encryption

– Data is publicly exposed

• Dangers of paying

• Ransoms can be negotiated
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Gone 

Phishin’

• The key question to ask when receiving an email that 

asks you to provide sensitive information, click on a link 

or open an attachment:

Did I expect this request from this person at this time?

• If you are not 100% certain that the answer is “yes”, 

contact the sender by phone or in a separate email
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Getting Off 

The Hook

• Look for suspicious indicators

• Inspect the sender’s email address

– lNF0@FRANCHlSE.org

–lNF0@FRANCHlSE.org

• Enable warning banners for external senders

• For many companies providing spear phishing 

training, they do not cover the other modes of 

social engineering:

–Smishing is an attack via text (SMS) message

–Vishing is a voice attack via a phone call

–Quishing is an attack via a QR code
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Spear Phishing Red Flags

From:
To:

Date:
Subject:

hr@yourorganization.cnet
judy@yourorganization.net
Tuesday, December 3:00 AM
Survey

Hi Judy, 
Now that our new CFO has been selected and starting soon, I’m asking 
everyone to fill out this quick survey so all the accounting functions 
can be captured. It should take you only few minutes. Must be 
completed by end of the day.

Click here to take the [Survey] or download the attachment.

Thanks in advance for your cooperation!

FROM
• I don’t recognize the sender’s email address as someone I 

ordinarily communicate with.
• This email is from someone outside my organization, and 

it’s not related to my job responsibilities.
• This email was sent from someone inside the 

organization or from a customer, vendor, or partner and 
is very unusual or out of character.

• Is the sender’s email address from a suspicious domain 
(like micorsoft-support.com)?

• I don’t know the sender personally and they were not 
vouched for by someone I trust.

• I don’t have a business relationship nor any past 
communications with the sender.

• This is an unexpected or unusual email with an 
embedded hyperlink or an attachment from someone I 
haven’t communicated with recently.

• I hover my mouse over a hyperlink that’s displayed in the email message, but the link-to-address is 
for a different website. (This is a big red flag.)

• I received an email that only has long hyperlinks with no further information, and the rest of the 
email is completely blank.

• I received an email with a hyperlink that is a misspelling of a known website. For instance, 
www.bankofarnerica.com-- the “m” is really two characters– “r” and “n.”

TO
• I was cc’d on an email sent to one or more people, but I don’t 

personally know the other people it was sent to.
• I received an email that was also sent to an unusual mix of 

people. For instance, it might be sent to a random group of 
people at my organization whose last names start with the same 
letter, or a whole list of unrelated addresses.

HYPERLINKS

• Did I receive an email that I normally would 
get during regular business hours, but it was 
sent at an unusual time like 3 a.m.?

DATE

SUBJECT
• Did I get an email with a subject line that is 

irrelevant or does not match the message 
content?

• Is the email message a reply to something I 
never sent or requested?

ATTACHMENTS

• The sender included an email attachment 
that I was not expecting or that makes no 
sense to me in relation to the email 
message. (This sender doesn’t ordinarily 
send me this type of attachment.)

• I see an attachment with a possibly 
dangerous file type.

• Is the sender asking me to click on a link or open an attachment to avoid a negative 
consequence or to gain something of value?

• Is the email out of the ordinary or does it have bad grammar or spelling errors?
• Is the sender asking me to click on a link or open an attachment that seems odd or illogical?
• Do I have an uncomfortable gut feeling about the sender’s request to open an attachment or 

click a link? 
• Is the email asking me to look at a compromising or embarrassing picture of myself or 

someone I know?

CONTENT
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67-year-old Michael 

Neu of Louisiana was 

charged with 269 

counts of wire fraud 

and money laundering

Farewell Sweet Prince
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• Cybersecurity

• SCORE Report Cybersecurity Assessments

• Vulnerability Scanning 

• Penetration Testing

• Internal, External, Physical

• Incident Response and Disaster Recovery Planning

• Awareness Training and Spear Phishing Simulations

• vCISO

• Cyber Compliance

• Compliance Assessments and Validation

• PCI DSS, HIPAA, CMMC, State Data Security

• Policy and Procedure Development

• Traditional Risk Advisory

• Internal audit (outsourced / co-sourced)

• IT Audit

• SOX 404

• Third-party assurance (SOC 1, 2, 3)

• Due diligence (internal control or IT)

Risk Advisory Services
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60 Second Cyber Assessment

1. For remote connectivity and cloud applications, is multi-factor authentication required?

2. Do you perform viability testing on your backups on a periodic basis?

3. Do you provide security awareness training as part of  the onboarding process?

4. Do you periodically test your end users’ ability to detect and avoid spear phishing attacks?

5. For each of  your critical cloud applications, do you request and review a System and Organization Controls (SOC) report?

6. Are key IT procedures and credentials documented and accessible by trusted and authorized members of  the Company?

7. Do you have a third-party risk management system to evaluate your vendor’s cybersecurity efforts?

8. If  you accept credit card payments, is your business compliant with the Payment Card Industry Data Security Standard (PCI DSS)?

9. Are your servers and workstations running operating systems that are supported by the vendor (e.g., Server 2008 or Windows 10)?

10. Do you perform penetration tests or vulnerability scans on a periodic basis?
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60 Second Cyber Assessment

Number of  “YES” Answers Risk Level

10

7 - 9

4 - 6

0 - 3
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KEVIN RICCI, CISM, CISA, CRISC, MCSE, QSA

kricci@citrincooperman.com

https://www.linkedin.com/in/kevinricci/

401-421-4800
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Contact Us

Partner, Franchise Practice Leader

Michael Iannuzzi
miannuzzi@citrincooperman.com

Partner

Kevin Ricci, 

CISM, CISA, CRISC, MCSE, QSA

kricci@citrincooperm.com
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Thank You

“Citrin Cooperman” is the brand name under which Citrin Cooperman & Company, LLP and Citrin Cooperman Advisors LLC and its subsidiaries provide professional services. Citrin Cooperman & Company, LLP and Citrin Cooperman 

Advisors LLC (and its subsidiaries) practice as an alternative practice structure in accordance with the AICPA Code of Professional Conduct and applicable law, regulations, and professional standards. Citrin Cooperman & Company, LLP is 

a licensed independent CPA firm that provides audit and attest services to its clients. Citrin Cooperman Advisors LLC and its subsidiary entities provide tax, advisory, and consulting services to their clients. Citrin Cooperman Advisors LLC 

and its subsidiary entities are not licensed CPA firms and, therefore, cannot provide attest services. Published 2025.
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